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<?php
session_start();

require_once 'db_connection.php';

/I CSRF b — 7 » O AR & MGk
if (empty($_SESSION['csrf_token'])) {
$_SESSIONI['csrf_token'] =
bin2hex(random_bytes(32));
}
if (_SERVER["REQUEST_METHOD"] == "POST") {
/I CSRF ~— 7 > O ik
if(lhash_equals($_SESSION['csrf_token'l,
$_POSTI['csrf_token']) {
die('CSRF ~— 7 v B EHh <34, ")
)
I AT D KR FE & 5% b
$username=filter_input(INPUT_POST,
'username’,
FILTER_SANITIZE_FULL_SPECIAL_CHARS);
$user_id = filter_input(INPUT_POST, 'user_id’,
FILTER_SANITIZE_FULL_SPECIAL_CHARS);

$password = $_POST['password'l;

11 N T8 O 3B INHR GE
if (empty($username) || empty($user_id) ||
empty($password)) {
$error = "T_XTCHT 4 —)L FHEAHLTKL
FEwn, "
telseif(strlen($password)<8| | !preg_match("/[A-
Z1/", $password) | | !preg_match("/[a-z]/",
$password) | | !preg_match("/[0-9]/",
$password)) {
$error = "N AU — KT 8 WFELL ETRILFE,

T BT EEODDILENRD Y ET,

}else {

$password) | | !preg_match("/[0-9]/", $password)) 1
$error ="/N AU — KL 8 WFELL ETKRKILFE,
INLF BFEEDLILERSY ET, "
} else {
$password_hash =
password_hash($password,
PASSWORD_DEFAULT);
try 1
$conn->prepare("INSERT

$stmt =

INTO userinfo (username, user_id, password)
VALUES

(‘username, ‘user_id, :password)");

$stmt->bindParam(‘:username’,
$username, PDO::PARAM_STR);

$stmt->bindParam(':user_id',
$user_id, PDO::PARAM_STR);

$stmt->bindParam(':password',
$password_hash, PDO::PARAM_STR);

$stmt->execute();

$_SESSION['message'l = "® &N 5%E T
LELE, &b, B4 LELED Y

header("Location: login.php");

exit();

} catch(PDOException $e) {
$error = "Bl 2 —F —RNZ D ID %

EHLTHET,

}
)
}
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<?php
session_start();

require_once 'db_connection.php';

/I CSRF %f5K: b —27 » O & WKk
if (lisset($_SESSION['csrf_token'])) {
$_SESSION['csrf_token'] =
bin2hex(random_bytes(32));
)
it ($_SERVER["REQUEST METHOD"] == "POST")
{
/l CSRF xt3K: b — 27 v O RFE
if(lhash_equals($_SESSION['csrf_token'l,
$_POST['csrf_token'])) {
die('CSRF token mismatch');
}
I = — NT) D42 T B
$user_id = trim($_POST[user_id'] ?? ");
$password = $_POST['password'] ?? ';
$remember = isset($_POST[remember']) ?

$_POST[remember'] : ';

if (empty($user_id) | | empty($password)) 1
Serror="2—H#F —ID & 2T —FEZ AN L
TLEEW, "
else {
try {
$stmt = $conn->prepare("SELECT *
FROM userinfo WHERE user_id = :user_id");
$stmt->bindParam(":user_id',
$user_id, PDO::PARAM_STR);
$stmt->execute();
$user=$stmt->fetch(PDO::FETCH_AS
S0C);
if($user&&password_verify($password,

$user['password'])) {

if($user&&password_verify($password,
$user['password'])) {
$_SESSION['user_id']=%user['user_id'l;
$_SESSION['username'l=htmlspecialchars($us
er['username'l,
ENT_QUOTES, 'UTF-8);
if (fremember == 'on") {
Ity varofHliRe 30 BIZHRE
ini_set('session.gc_maxlifetime', 30 * 24 * 60 *
60);
session_set_cookie_params(30 * 24 * 60 * 60);
I ar7A4 ERERSELTY v 3 —I12k7F
$token= bin2hex(random_bytes(32));
setcookie('remember_token',
$token, [
‘expires' => time() + 30 * 24 * 60 * 60,
'path' => /',
'secure' => true,
'httponly' => true,
'samesite' => 'Strict’
D;
I s—=20 T — 4= AR TF
$stmt= $conn->prepare("UPDATE userinfo
SET remember_token = :token
WHERE user_id = :user_id");
$stmt->execute(['token' => $token, 'user_id'

=> $user['user_id']]);

}
header("Location: index.php");
exit();
I else {
$error = " — % —ID F /TN A T — RHMPIEL
<HYEREAL, ™
}
} catch(PDOException $e) {
$error =" 7 —NFAELFE L, "
error_log("v 7' A = T —");
!
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